w2 Apolw) oAt S43 wh:
AAA Ao} AbolW & ehel g1 A

WA | sol st

v3E 1980 TiHE FRE ARuAL ARG olF AbolH 9]
93 370 Z7bol ek Aol et uA e WANTIT 1E @
g e A Apelmdeke) g Aol A ANE Aelu] huAeko vehg

S BA va Al Afoln] A AELS Au)ske] Aton

298 Aaen, FAA AvE THad, Aoln AdHo] v
A RHEE v Adolth aeld mEe] Aboln ohma el A
Gerd v gAe) 542 gt ARaw s v A, v
Apoln] Qb Aee FARML AL ge] Ao NpEe] Hzd 7]
o Aere vhdalal 83 YTk BA, HAe
Z_j

A2 F AAZH 9o}’ (forward defend)
)

el

o 5 waAdA AN e Aolu HrAE TEA Aol o
Qe A4 o

L

=2 O

g, %Xd *171 TAPH el A w2 7 Léoﬂ 7IWE E ﬂ‘“*% Z’“ch

= :tJ
Lo
=)
[
NI
lo

A2 sl FA4 FeE Ao

He @Ha* Aol el FA5 B
a9 vgow o 9

FHOf: Aol R EE, A A o, AtolH|H ko] QtH 3}, tFH
AbolH o}, AbolB e B FfH, Abolw&ete] -9 U3
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. A&

Ha2 A 200] WgF A7 Alolw $7] B AAl 3 A4S W
obgttt. wl=t AWy} Bk Apoln] AR & 20061 5,503
oA 2015WdelE 77,18370® 4 wi dA Z7Fek3ith(Johnson,
2021). vl=r W 3= ZHdabel= 20099 1240%F AolA 2018
d 8901200 Aoz Z718kth(Purplesec, 2021). 20201 w|=
oA @A go] wEo] AEHE FHE& 35T EFo o]2a1 o=
A o] 3] ol F7kgE S oldeh. 20094 20191 Ale]
BASE AW A S TS wo] W w7k Hm o R A Ale]H
349 33%7F M=E AR o] Folxh FHA B ¥AE W
a7hs 593 @moR o] 4.6%°] Alo|HEAES et
(Robinson, 2020). 53] A 1d FoF ‘&2Fd="(SolarWinds) 3
A, who]lARATE o AARIAMY A, ZREULEFH
(Colonial Pipeline) a7 LA 52 gAlofe} F=o] A&t Az}b3k
Atel Apzio| e}, W= #F7] FAKLE Alolg o] AX T
Azbetar A FEAPOEA ol tiste] FTRRIEHF R

0

d

L«

5‘.:

s8kaL 9l
= g
A

7 Aol £Ale] ZRAcl Ut ANA L AR

N
s

< 1980t F-Elolth. FA] AFH AREo] AH-of migtellA o
shel o]% mlsellA HFH AdE AR Ay AFEE o0&
g B9 G9E SA] g wEolzl HAlE deshAl A5
o A HAEE HIste FFoldrh ol 1990dd] AU
o e Beo Hele o FuiEo] HFoR Ao|HEE
olgh= &ol7t gt AT Aol IR AAd =

&)

i

i
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7F 71 B E 9% Aol stk 200019 911HH
g 71HoRE A Hetol m7F kRO FEoR ANtH olF &
AH O Ato|H Helo] AlolH] QIHEXA =7t Ao giifos
A SIGIT) olof uwhet 7t A= wiekyto] AF w7} Aloln] <F
HAZS wasta dgeslds tre IS Fste] Aol

HEE Alolid
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)
oX,
B
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S
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el
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R idel S AR, Ao de, AAA BRI AL

o @edh JREQ FAR ZLste] o] F 1990\ t] AbolH k.
otolgh= g o® sl 20000 21 ¥l BT

2 37ke} Abgle] vES ] W) 911H 2] of g2 AfolH i
ke FEAHoR HyRME] FAR ANEHA o]F Ato]H QrR
of oidn Aoy, A FEd] gy Hsgen it
Aol &elel e M S Bl Ao, A YA o
e e, FAA =7F AfelH tEAES AYstal o) FxIs)
3 k= Aotk

u5e] Abele] ehuzizre] 4% &2 A s, 3

A, H5e] Abe]n) ehazizre AL Ak Te) Yo} Ny
o Paoll 71uHe ¥ A M Aele] Aeke vhsa F115a 9)



o =4, FA ] wolA Al A Holvt T A A, S dAA
of (forward defend)eh=, ¥ A|7] AR A BIZE 7l 7]
S = AR AERE FISkaL Stk A, AlolH QR A o] 5
StaLa} sk AbelH] 91, AtelH] 49 54 vl W= =44
el g9, Ateld Y] FH3 FHEIE 95t w44 FHS
AtolH SrrAEFe] T a3k W&o ® skaLlsl

B =2 FAE mote A 3 7 &ol Aol tistko]
'5] Abo]H Bk A}
ol QtH b= & = Tedt dE
Ao Hete F2 54 wI did didk Hals WA g
Q1 Wk QtE= 7ol Aol dAHE FEZHE A dish
gsoz QAL Ty & =] FAQl Heke] whdy} =
Aoz Atoln] tRE A4E = Ao it w=oe MR F

=)
Ac)
N
2
ol
o
k]
D)
2 ol
o n
= 4
2
M o
)
o e
> ﬁ
}-E O
o =
W R
réZ A

% 574 AR AAPNRIE RESE RS Bl 1eld
REZL AARE A 2AHE Fask A FH FREA dE
9 & gk 4, Ea e s AE ) e

ABAZRE 2D 5 93 a0 B g 94
A 748 Ao ShuASe) Qo o £ojA 7] W]t ol ¥
BB LA B ool 27]0] Wbl A ATaARE 214
o= e gL AR el Fol ek TAlz A4kl wiA <
B EAZ FRHY] Aol v Fg A2H, A A2Y, F
A 28 5 A 0BRE WEFE AL Holo]
VAT 1el e A2Ee B § o) vae) of
9 % gl ARE A0 el Aol melst A}
o)) gkt E8ulo] A Slo] Arizk Bobslalth, AR ks

44 rEsloi, ond 25



o
o
2
)
=2
p)
=
-
M
%
X
[%
]
>
=8
E
P‘L
32
N
o)
e,
I
—r
oo
9
N
N
(ot

I1. Aol mote] S} wl: 2ote] o}

mlmol e Q18 HFEZE =Y AIFE 1980 o H-E
ARESE A% HAZE jEEoA7] ARSI 1984 “A719 A
FHESH 2 WS (Small Business Computer Security and
Education Act), 19861 “AFH A7l 2 &AW (Computer
Fraud and Abuse Act)> WIZF 19 ZAFH ¥4 BHO SHA
AHES WAE] ARk Wl (FEF, 2019, 53-54). 18
Ae @A AFE A JEE HIsAY EHHoR ARES)
= s vAske AeF guE 58 B e HyEs

o]t

L

1 ZUW Ao Ao nebgae 53

AFE7E dHYeR dd57] AR 1990t RS
7IRkA o] gk s o] s Aol Q1A 7] AlFtetelnh 12 3E
S Hhedste] 19961 AAHE =7 HE7IZIAA R S (National
Information Infrastructure Protection Act)< FHFEol Hsko] H
S ARE s AS AR sk HoldthD odd) &

29d ARE b o A REE 93 A4 wg

it
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71&%om 19980 s tEHA| A 635 F7F T2 7|HAA
o] Atoln] F7ke] AH VES T oEsHA Hel wt A2 AF
o FHepds 7HA HAUTh L AAEEA o]F 93 WARYA He
AAE FHstE Aotk & AA = T4l dyA, 8% 58
&, A AA, 223 =7F A d A 5 571 8 7]ZEA A o]
HAd = =eA o, iAo ® AE 71 AAN Y BH 7]+
Wi o U2 284S flstel A AsstEa A AAEA H
Aom 2efgt AR Qlete] Ale]lHE A& HIe o B FoF
s 7HA HdokaL Ak 9lekd)

HEBAA63EE 1ele AgelA Gl o] =7t F4 713t
Aol diste] wm WiiFelA AlelHEA S T ¢ ke He
Aoz Alo|HFAS SHEAZ B F e AS
ek & AAE FF oW Wl w=e] VIIEE BEE 9l
AFS vk S AAE Qtkd) S iEH e tleEA A
6357} wl=re] Atolw] ot} St 9w Q= o

HebE w7F S8 AYoR st FF wwe Afo|H b A,
Aefa} dste]l T3 Ao W& waks me AA st
Stk

1) National Information Infrastructure Protection Act, P.L. 104-294,
Section 201.

2) Presidential Decision Directive/NSC—63.

3) Presidential Decision Directive/NSC—63.

4) Presidential Decision Directive/NSC—63.
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2. A @] Apoln] webgale] obn g}

ajsol A Apolu] HQko] AlolH QtH k= w7h QtEEAR A4

= EZZAO ‘obw 3} (securitization) #2000 el EoiA
12 AT ZSkes €] 2017, 109-110). 2000+ ClgYIE &
& AR AY LUt §EERE STk ‘Z2ad Yo By
= AZISE ol 90diel] AREE ml= AR Wil F8
71T HEYAE 58 dAde] 35 A3, dojs= A7ISiH
20009 AE  AHFAHREIINEH (Government  Information
Security Reform Act) 1785 7| gl Al FHA| 2K} Hlo|E 9
tiste] APl 7Ivs & AFHIVE FUIHORE AAGES oF
s}gk Hyoltts)

ool 20010 AT 911HE = =9 A §A0] ofd
Ae] HIEAA] A Rt Dol oA mlso] HAe
HE7ke 94 BAS 942 T dte A W] BoFs A}
oItk 911H el W] AR Aol AAA 550 e ‘B
ChAlzE o2 ahdE|glojof ks FAISITHE Aol A (Mabee 2007,
390—-392) ZrElal 1ejgk Beke] Aujrl =7RtE £ vHE
v Aol 911H2lE U4 Heke] SREAR AN
AZIE At olF ml= AR7E Fohs W Beke] FstxA]
= T Hete & RO REA AlojHHQEo] HQEY QhE Sl
e} ot AR AREE e BofErh(Fouad 2019).

FA A diEEe @Y 132289 FelA T HoHS
A7) 2AE FAAY & PAWES AtolH FreL v st
n o] FAA, BHAAESE E3kete] ml=o] w7F 8 7IXHA

)

>
4

o

5) & W& 20029 Federal Information Security Management Act(FISMA)
2 A=A

=
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o F de £AE st
o3l = 429 ‘ol (Patriot Act)ghal &&=
o He AT Y WS AERe WA YT, R Ho]
25 34, AL Afdabr] 9k A3 243
S Fjsts oA AFAHQ FAE
e ERS] Boke aulA BHeks Asisto Ry m
QbHsHA atarat sk ot
93]+ 2001 ‘FESHE Y (Homeland Security Act)E A1 3)
a8 3 Hel wmEbA ‘IEQFRE(Department of Homeland
Security)7} A HEUT FESHEE AEHog FAES ALES
=7F PEE AYsta thkdt AdiAlY, HEFREY] HlA
AT djste] ml=e] Sy e obdS ERaks FAoltt o]E
et FEHYEE wFOHHA (Transportation  Security
Administration; TSA), ©|9=(Citizenship and Immigration
Services; CIS), A= 1 3% (Customs And Border Protection,
CBP), olWA#4% (Immigration and Customs Enforcement,
ICE)S Abstel] FaL sfjejellr ml=om S0l QI &4 &
BE AS SA, A9 FAlol ml=e] Fa 7[3A Aol tist]
oo HFHRTE MHS ol 9T JA| FEJIETS #d

ok

=
v
i
N
2
L
ofr
ol
N
o

6) Executive Order 13228, Section 3(e)

7) 3] ¥ ¥9 Title II Enhanced Surveillance Procedures:= ©]H¥¥d % tf
Fot ArFAlgde g A, A S s Este WAH SAE AATeR
A AlolH otH e} AZAH,

8) & W9l Title II+ Information Analysis And Infrastructure Protectiong}

2AES Y9 glom Information SecurityZHE  FHEAE 3l
Cybersecurity &% Z&< 7FA 1 9t} Homeland Security Act, P.L.
107-296, Section 211-215, 221-225.

9) Homeland Security Act, P.L. 107-296, Section 401—-403, 411—419,
441—446.
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Alglolth10) FLESIR = njato] £ 7|7IAAS 16719 HFE
BRI ol wiate] Fujele] YR Asje] EBAL Wi A

he QRe 2 9

tlo

of

A
2003 FEQIRAE Aol QIRE 99 =7FHd = (National
Strategy to Secure Cyberspace)S X8It & HAFFHIA = A
M HREA v F8 77EA A tigh AlelH g A& WA E}aL,
Atel FAo] tigk HoF-& AAsHH, Abelw] A o] AT Fg-
el E Haststar A& 55 sk 20=2 itk olefdk A
ZS Fo| Yo Ay nwaly] YA o714 8 7px] = Ae A
& & AFRIAA ofn] At gol7t FAFTHE Aot
(Harknett & Stever 2011, 456). YA 18jgt &of7} EAZHQ] n
a0 7RO R A E A= FRAT ol FAE AlolHEetel &
B A AAE TFA AtolH] AA'w AdH = N A7}
=it

FAL AT A2 911 AR S Bete] EA7E ki
AY] AR WE BoFh 2ol wEbd F8 713
Aol tgk AfolH g A tj-gsh= AlolH SFEHEF 4] 20034
TEQHEEI AAe Huxe] ARy o] ‘w7bdEF(National
Strategy) et BH & A=A ATt

ol

10) Homeland Security Act, P.L. 107-296, Section 213, 214.
11) The White House. February 2003. The National Strategy To Secure
Cyberspace.
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3. Quel ARG AR AARE F2AA FE

AR E S

enpel A= 9 30§91 20093 5 “Abolw it A
2] (Cyberspace Policy Review)E sl Alejd Qtro] FQ
e Az olgld M2 onpup FAHF AZ]HE ow] Aoy
JEEAZE w7Pg A A HH =HE 2] AR S B
T Aot & BaAe gAEA el vz FA|, T b
S7RREE & m=o A ZRA|7} Abelw] QtHe] dEEglow wH=
AR A oAy A AEE JAN FEeA X oy WMoty
o] HuHE Wt AMEE AAA S sfoF drkar sk
th12) 283 s fste] vlw AR Ao E W, 1
g ZAHoR e 7L k7l E7E(like—minded countries)
I FE, FAAE SO kAl At 53] mAA R
e AE 7R 27 JE, FRAAE TSR v A
&13) o] F W= 9] Atoln] Qbm o] A Al WEo] H= FoR
A enpup g Re] Alol QEE A RYH EAX O R
RS

Qul thEEE w7F F8 7INAE ] HRMEE ffate] e
HAW Ao ARFHF D HSH (Cyber Intelligence Sharing and
Protection Act)¥} ‘Ato]#] SFRH’'(Cyber Security Act)e] o]
7199 ek AlelH 1Y AR oA AIE NAHEEDS
WAL et e Hrol tiate] el HEAE Ao
ol AAFEA] (kg 2018, 265—266) ©]% 2013 A

12) The White House. May 2009. Cyberspace Policy Review, pp. 7-9.
13) The White House. May 2009. Cyberspace Policy Review, pp. 20—21.
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& 136362 ‘FR7|7EAIA S AlolH QEH. ZZ'(Improving Critical
Infrastructure  Cybersecurity) 2 ‘o854 & 2] A 21" (Presidential
Policy Directive 21, ©]3} PPD21)S aJslal o] 7|Hto =g 2
7IHkA A O] AlolB] QbR AGAS X5t Qubvl tlEE Y] FAH
3 13636 T8 717AAY BEAA FHE I3 Al =
Ao Y Bas A BHoR dta glomly) 1 3o
A A i1 Aol Wi BeE 2T S Axes
th15) o= A FA] FAFRIF 911HH O F4 HolA H ek
AAS Fdshe HFAA HeFd7E 45 e
RS o] w=ehel] tigate] Alelw] QEEE FXISHHA =
59 AE Aals Hadstaat sk Aolth16) PPD21E
7 BT} FAEsle] AR AR S dEy) QR
3 s AL Fo BHow Stk B YA A7t T8 7
Al gk AbolHEQkel] QlojA HEQIEF-S] dE T
SHAl Tt FAlol ZF 713 e] AR HE A
AolAl M3l ohE A AS5S At 24 A2 71 9

83} 1 24S BRI

FE

o)

i)

2,

o

of N HI &%
Nofo ko 2 orfo

s
o
=

AtolH 91 BHEEfOA BT F s AR & 7Fs Al
thsto] g BieE 7HAA sk AZI7F JdTh gk S0 A
20151 “Afel QbR AR I (Cybersecurity  Information
Sharing Act)S 4oz dta ‘Alo|BU|EY I H W (Protecting

14) Executive Order 13636, February 12, 2013, Section, 7.

15) Executive Order 13636, February 12, 2013, Section, 5.

16) Executive Order 13636, February 12, 2013, Section, 1.

17) Presidential Policy Directive 21: Critical Infrastructure Security and
Resilience, February 12, 2013.
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Cyber Networks Act), ‘=7F ApolB]  SFRFZIR (National

Cybersecurity Protection Advancement Act)& X338l ‘AlolH

oFu ¥’ (Cybersecurity Act)o]18) AQE AT} 53] ‘Alo|H QtH 4

'S vla Alold QtE A dq] gl i vzt A

Hafol oigh HAQl 7|9hE whddk on|7t dhi9) m=e] A

71ZbA O] T Il Ak Zlo)7] wiimell Abeld 913t
7

o 7 2~
B3 2449 =

2017, 51).

ey ompul AR e Wik Apole] HERAA THE
MRSl A5A FelE FRsA ReeRA AAAQ dvE
AFA P (Fidler 2015). 22 enju} AR} v]=pe] Ato]
H QPR 7oAk v A, AgReh vk AR A A
A WS AR e 4staL ofE AR AR HA 2
A& npAgoe Aotk A5 2018, 168—184). E4, &
fp AR Apelw] QEE. Hot el w=re] A A A S oA
ZATE A, vlare] Apoju} QRELAGR, AFel A A ol BA
ofgh= A& A=

o
=
bR, Aol T WES AT

18) Cybersecurity Act of 2015, P. L. No. 114-113. %2 201541&% 2
Division No.2 Z35 ]t}

19) Cybersecurity Information Sharing Act, 15 U.S.C. 12, Section 102,
103, 104.
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o &el 2018\ FESQHIRE: 2018 FEQHRE Ao
S wgsiadt)22) = Age wolylo] AME AdE=
= B S A g, 57 71
BAeE FREARRA 1 B Abolw 99 ARIFA A} A
H o} Atoln) 9ol A7
TAA 222 AdeAi B3] Alolw ¥ Tl 2 &
A Qhete 1A4 dHE FEe )
22 Fjel 2018 99 wiokme ‘m=o] 7} Atolw] HF S
BRItk & A 7] AdEY 5RE AAElY 22

p v ol ZE w)=o AEHFA B3 (Protect the American

>

"
i 1
ol Mo X E ¥ e

offf I ok

to rir

20) Executive Order 13800, May 11, 2017, Section 1(a).

21) Executive Order 13800, May 11, 2017, Section 3(a), (b), (c).

22) U.S. Department of Homeland Security Cybersecurity Strategy, May
15, 2018.

23) U.S. Department of Homeland Security Cybersecurity Strategy, May
15, pp. 3—5.

24) The White House, National Cyber Strategy of the United States of
America, September 2018.
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People, the Homeland, and the American Way of Life); » w|=r
o] o] ZZ(Promote American Prosperity); » 32 =3+ 3}
A (Preserve Peace through Strength); » w|=¢] <33k o)

(Advance American Influence)©]t}.

of Tl A @AF-o] Aol HlshM SHAL AL, A,

A wl= GROAM Apoln] QRO FQ iAol W= AR UES
319} =7F T8 7R B A HlsiA Ed

ol& tiste] = AAE B3I Wgow spglvk(sdE. 2019,
913). 53] 919 AFEE Tl A WA HE m= F0, IE,
njare] A BHE'E 7]EY] F8 e gl v AR vE
st =71 F 7IZAA Hete] w=el, ml=Abs] HA|, e

n=e] g oz gojE Zo|Qlvkze) olHg BE tiide]
= 20161 eflote] ml=r diEE A Wi FA40 A es
n=ro] Alolw] otRIF ARUEY A} w7t FQ 717 A d 5]
A @Al o] BAA e, RFFo o] gt @A 2ol AoR
S e ks e BT Aotk

=4, EZ R Ateld e digte]l ¥ g4 ow
St Aotk flolA dadk Al HA A x4 =
H3}o] &2 (Preserve Peace through Strength): Alolw] At Al
oA ‘7S A 24 & (impose consequences)i= Z10]t}.26)
& HilA= A ALolHALR R AL el Al Atol¥] Aol Al ¥ A
A FAA R feaeE QFAS Foletar 9Jrk(Sanger, New

York Times. 2018). o]o] tlsle] @A FLEAAE EYFT (&

oo
=

2L o
o

25) The White House, National Cyber Strategy of the United States of
America, September 2018, pp. 6—11.

26) The White House, National Cyber Strategy of the United States of
America, September 2018, pp. 20—21.
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ol A Qupul diEE el Aoks "olwE il o AEA, o A
FAS A 7 AT HWEE UEH B
New York Times, 2018). EHX HHo] ‘38 53 H3lo| #
A= FAL HER Y o] Tlge] sl o]F &l E AR
olojA| = A4 95 itk
%OM HES 499 nl= el °
oJafA, WFFe] Ao w FRHI. olx AEFHOE B ¢
B ﬂi%ﬂéﬂ T AFEelgl7] wiEolth TLejut Afo]H Kol <t
B2 Sfsar, Afe]d bHS] thito] dedt AR KBS 77k
A RS, o yoprt v=e] A AL, v=e] AR A =t U]Zf‘zﬁ
o5 F3ele vlw HAY HoE SiEs 3NN F B 3
o] 7)1, AAEo] gl o RN 1 452l AtelH %i@iﬂ

1o,
rot
oX
2

lo
N
il
=
of
o
k3

nEr o3 20199 ekl S FEE A
RAFE HAY 5 b HUHE WEES Ak F 99
5] AbolH &2t =¢8] (Cyberspace Solarium Commission) 2k
o BEae] 20209 39 F 993 B BalA Aol
& AAeke HaME EEEsith 2019=rdle T
Atolr] FAel thste] =g Wolste dEFA Aol g

27) John S. McCain National Defense Authorization Act for Fiscal Year
2019(°]3F NDAA2019), P.L. 115—232, Section 1652.
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44 2 (consensus) & WHEO] W= ATolgtal slglrh28) o= 7
o] Apoln] ghmgao] A uaow B, u} R BAlol ejaA],
thake Ao, e ARl tgae] WEeiAL g o
B4 Zztel 49, ZEadse] Az Be 94, A=He A
a2 A FfE Alelw 9, A0 EAQl tigo] o] FolA
2 97 HYE AL ukdsl= Aot} o] A ofo|AlEE
#ol 1950800) 2 Todd] g AL Faes] 99 4, A
of ol W= AR o] ofe] FAEY Y, HE AbolellA A
A28 WS W Sletel detel g g A9Rd A 2
2 sfo] Apoln| SHHO tigiA = v= AR UjollA AtolH] bR
F24e THa 44, Ao U A% U] ofg) 2A, A% Ao
of AAA2E w0l 7] 913 Ao]r}.29)

ok @ 71 A4 A Aol &l g u Azl Agke AR
Foll Al 26709 Abgte] 2021d =W (NDAA 2021)94 94
o] ¥ Ai(Hon, Gallagher), %o & U YW} PAH Y FA & 1}
ERIAIRE o] 48] Ei/ﬂ% Atolar, 1ejg A|gke] m= AH-9]
Agow ehhs A% ddel @k HolA 94 wold o

o quolut BRI MEF Ahe Aot Ak HE AHH

1. Aol &alg e e AHEkd 9= ox)

(deterrence)

AtoluEete] FR AL 7MY TastAl AHske A2 v

28) NDAA 2019 Section 1652, (a)(1).
29) Cyberspace Solarium Commission Report, p. 20.
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HAE, 25e] FrbelE WARHO|E, ohyd Ale|E 1Ee
43| Tl AolNFAL FAA sk AL duA s 1
el A Aol B0 vete] HFo] WAL & Aoleks AL
27 AEA @ Aol B AL s Aok Aolthi)

oleld Aol slutalel mAHolN AAE Heke o)X
=Ne)

(deterrence)o|th. BHaA= u|=k ARI} Aloln] AHujA|g o &lo]
= 25| "= diste] Ato]WFAE = Ao gk vjE &
ol tist AN FAS A @ Aol ERlEA o]o] 2

5 =S dlof gtk ANt JrksD X7k AL A, Hef
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32) Cyberspace Solarium Commission Report, p. 3, pp. 46—53.
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33) Cyberspace Solarium Commission Report, pp. 4—6, pp. 31—45, pp.

34

54-109.
) Cyberspace Solarium Commission Report, p. 6.

60 TEEIIT, 20204 25



oAt F7IAA L] Aol FHebd 7z

> BSIATY Abolel 1R AFH ZRade] FoltEg §
oS EAZAA RS FAT 5 YES 2w,
58] Ug Aol 942 918 Al WA Qe 22 Aol

Blazol tigh ti7ke] Fafll A Buds= 2018 o] AtolH|
Aol AAHRAGD “dAZ ol (defend forward)eh= 7HdS Al
Aletal vk BalA= wlmd Alo]HgA o] WAg o] g g3}
= Aol oy AAA o w AP #E 34, Sk s, AA
2 Wol= Alollg Aol NdE = Foll AA|, st e AtelH
AL A A A4 P Aske As 5Ao
g akar Qitkss) Al o' A WAA] Al
A Aol g5t v|=re] Aol ‘Ao (forward defense) <}
AR Zdelthse) W A7) Azlels ade] Hiehe dA
o 7V 7k ARelA Holgto g m=xi F8=e FEE 7}
S g shda A= Aol olE fldte] i oo}
o Mg FEATIE Ao YEsth Atelw QhEel A W

tt

A AIeh g2l =elH g3te] 2 ofu|r) gla ARte] Fod W
ojth. Atolu] QrELo] A wWofi= Aol HujAH el Fgo] Al
H7] A, &eo] AAEs w3k, 2 Hag deo] IPH= A
BoEAel 2 Gee AR B, F4, dedivs i

o|t}.37)
1311/} AAA wo] JMde 2018 b Alold] koAl A
ARRE o grhel Aol AFstel FAA

o
Ith= Sex AV)E AxE FAAe Adodh(Alad 2020,

¥o

35) Cyberspace Solarium Commission Report, p. 24.
36) Cyberspace Solarium Commission Report, p. 33.
37) Cyberspace Solarium Commission Report, p. 33.
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38) Cyberspace Solarium Commission Report, p. 110.
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41) Cyberspace Solarium Commission Report, pp. 23—25.
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43) Cybersecurity Information Sharing Act, Section 104(c)(1)

44) Cybersecurity Information Sharing Act, Section 106(b)(1)
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The Development of the US Cybersecurity Strategy:

Historical Overview and Cyberspace Solarium Commission
Report

Jinsuk Byun (Sookmyung Women'’s University)

The US has pursued cybersecurity policy and strategies
responding to cyber threats and attacks since its computer
information security policy in the 1980s. The US efforts brought
‘Cyberspace Solarium Commission Report’” in March 2020. The
Commission proposed ‘layered cyber deterrence’ as the US
cybersecurity strategy. The strategy proposes to strengthens US
domestic network for resilience to cyber threats and attacks and to
impose costs on potential cyber adversaries along with international
allies and partners so that they give up illegal activities. The
features of the US cybersecurity strategy are: first, unlike its
military security strategy, the US cybersecurity strategy is based
on the cooperation with private sector; second, the US pursues
‘forward defend’ strategy unlike its defensive prior cybersecurity
strategy; third, the US pursues to build international network of
cybersecurity with which it can disrupt and neutralize cyber

adversary.
Keywords: Cybersecurity, forward defend, securitization of

cybersecurity, layered cyber deterrence, Cybersecurity

Information Sharing Act, Cyberspace Solarium Commission
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